VALCOM Cisco Unified Communications Manager
11.0 SIP Configuration Guide

Valcom Session Initiation Protocol (SIP) VIP devices are compatible with Cisco Unified
Communications Manager (formerly Cisco Unified CallManager) (SIP enabled versions). The Valcom
device is added to the Communications Manager as a Third-party SIP Device (Basic or Advanced).
Third-party SIP Device (Basic) supports one line, Third-party SIP Device (Advanced) supports up to
eight lines.

Default, non-secure Phone Security Profiles do not require authentication for a phone to register. To
enable digest authentication, a new Phone Security Profile must be configured. If an appropriate
profile has already been defined, it may be used for the Valcom device. Skip to Step 5 if an existing
profile will be used, or if authentication is not required and a built-in (non-secure) profile will be used.

Navigate your web browser to the IP address of your Cisco Unified Communications Manager server
and login.

1. Go to the “System” menu, and then click “Security Profile”, then click “Phone Security Profile”.

almln Cisco Unified CM Administration WEUIEEATNY Cisco Unified CM Administration = GO
cIsco

For Cisco Unified Communications Solutions
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System « | Call Routing ~  Media Resources ~  Woice Mail »  Device »  Application ~  User Management = Bulk Administration +  Help -
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2. Click on “Add New”

Tmm Cisco Unified CM Administration WEPIERN Cisco Unified CM Administration » § GO

cisco For Cisco Unified Communications Solutions

admin About Logout

System v CallRouting »  Media Resources = voiceMall v  Device Applicstion =  User Management = Bulk Administration = Help +

Find and List Phone Security Profiles

EE: Aol ke
Phone Security Profile
Find Phone Security Profile where Mame v hegins with  w Clear Filter E]
Mo active query, Please enter your search criteria using the options above,
Add Mew

3. On the Phone Security Profile Configuration screen, select the appropriate Profile Type from
the dropdown list. For Valcom devices, the type will be either Third-party SIP Device
(Advanced) or Third-party SIP Device (Basic). The profile being created will only be available
for the phone type that is selected. Use Basic for devices that only have a single SIP identity
(such as a SIP speaker). Select Advanced for devices that have multiple SIP identities (such
as the VIP-201 Paging Server). Click “Next” after selecting the Type.

il Cisco Unified CM Administration IR Cisco Unified CM Administration + G0

CISCO  Ey4 Cisco Unified Communications Solutions

admin About Lagout

System v Cal Rouing v  Media Resources v  Voice Mail v Device w  &pplication v  User Management v  Buk Administration v  Help +

Phone Security Profile Configuration EIELCD NG Back To Find/List -
’ et

Status
’7 Status: Ready

Select the type of device profile you would like to create
’7""'0”5 Security Profile Type® Third-party SIP Device (Advanced) -

- )

@ *_indicates required item.

4. Enter the Phone Security Profile Information.
A) Enter “Name™” (ex. Valcom SIP Advanced)
B) Enter “Nonce Validity Time*” in seconds (default 600)
C) For “Transport Type*” select “UDP” from the dropdown list
D) Check the box for “Enable Digest Authentication”

E) The “SIP Phone Port*” should be left at the default of 5060, unless it is also changed
in the Valcom device.

F) Click the “Save” button when all fields have been entered.
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almln, Cisco Unified CM Administration
cisco

WEMGEEEGN Cisco Unified CM Administration -

For Cisco Unified Communications Solutions

admin About Logout
System -  Call Routing +  Medis Resources »  oice Mail » Device »  Application = User Management +  Buk Administration +  Help -

Configuration

R RET 4 Back To Find/List -

— Status

® Status: Ready

— Phone Security Profile Information
Product Type: Third-party SIP Device (Advanced)
Device Protocol:  SIP
Marne®

Walcom SIP Advanced

Description Valcomn multi-line security profile

Honce Validity Time* 500

Transport Type® uop

Enable Digest Authentication

— Parameters used in Phone
*
SIP Phone Port™ gpgp

@ *_indicates required itern.
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The following steps outline the typical device configuration process:

1. Under the “User Management” menu, select “End User”

alml,  Cisco Unified CM Administration [TEPRIRT] Cisco Unified CM Administration v | Go
cisco ] i | B
For Cisco Unified Communications Solutions admin R P A
System » CallRouting » Media Resources ~  Advanced Fealures ~  Device « ~  User ~ Bulk fion = Help =

ind and List Users
O AddNew

User
Find User where [First name “[begins with_ v |[Find ][ ctear Fitter ][ & ][ =]
Mo active query. Plaase enter your search criteria using the options above.

2. Click on “Add New”

wilinilis Cisco Unified CM Administration TELEEEIN Cisca Unified CM Adrministration [+
cisco

For Cisco Unified Communications Solutions

admin About Logaout

System - Call Routing »  Media Resources »  Woice hal = Device = Application +  User Management +  Bulk Administration = Help «

Find and List Users
Ifl]i Al Mewy

User

Find User where | First name [« begins with [~]| “ Find ] [ Clear Filter ] E

Mo active query, Please enter your search criteria uzing the options above,

3. Complete the following steps:

A) Enter “User ID*” (ex. 5000) —[required for Valcom device]

B) Enter “Last name*” (ex. 5000) —[required for Call Manager only]

C) Enter “Digest Credentials” (ex. 1234) —[required for Valcom device]

D) Enter “Confirm Digest Credentials” (ex. 1234) —[required for Valcom device]
E) Select “Save” at the top of the screen
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alimlin  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

Sysiem = Call Routing + Media Resources +  Advanced Features + Device +  Application + L

End User Configuration

Eljsae

— User Information
User Status Enabled Local User
User ID i |EU‘U‘D

Password

Confirm Password

Self-Service User ID

PIN

Confirm PIN

Last name®

Middle name

First name

Display name

Directory URI

Telephone Mumber

Home Mumber

Mobile Humber

Pager Mumber

Mail ID

Manager User ID

|
|
|
|
|
|
|
|
|
Title |
|
|
|
|
|
|
|
|

Department

User Locale | =< None = vl

Associated PC | |

Digest Credentials |“" |

Confirm Digest Credentials |“"| |

User Profile | Use System Default{ "Standard (Factory Default) Us Vl View Details
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4. Click on “Device”, then click on “Phone”

ahal,  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System = Call Routing = Media Resources = Advanced Features - ‘ Device + ‘ Application +  User Management «

. CTl Route Point
End User Configuration -
Gatekeeper

LE Save x Delete E:} Add Mew Gateway

| Phone |

— Status Trunk @ —
® Add successful Remote Destinaticn

Device Seftings »

— User Information
User Status Enabled Local User
User ID il |5000

Password

L T T YR T Y] | Edit Credential

Confirm Password T

Self-Service User ID

PIN

L L L T Y P T Yy Y | Edit Credential

Confirm PIN

Last name® Valeam

Middle name

First name

Title

Directory URI

Telephone Number

Home Mumber

Mobile Number

Pager Mumber

Mail ID

Manager User ID

|
|
|
|
|
|
|
|
Display name |
|
|
|
|
|
|
|
|
Department |

Uzer Locale | = Mane = V|

Associated PC | |

Digest Credentials | .I-l.l-'.I..I-..'.Il.Ii.l-..l.li.il.l..l..l.l'.lll

Confirm Digest Credentials |o"ornouno"u"ovuoumvnruoum"ovuounuov"o"nl
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Click on “Add New”

Il Cisco Unified CM Administration (IEWAECIA Cisco Unified CM Administration v | Go

1l
CISCO  For Cisco Unified Cnmlhnicaﬁons Solutions admin R About gt
System + CallRouting v Media Resources »  Advanced Features + Device » w* User + Bulk i lion = Help
Find and List Phones RN NS Actively Logged In Device Report v [l Go
O Add New
Phone
Find Phone where | Device Name [ begins with_v| |[Find][_clear Filter_|[ & |[ = |

‘ Select item or enter search text Vl

Mo active query, Please enter your search criteria using the options abave,

5. Select “Third-party SIP Device (Basic)” or “Third-party SIP Device (Advanced)” from the dropdown,
then click “Next”
(VIP speakers would be “Basic”, other VIP devices can be either, depending on whether more than
one extension/Directory Number will be used on a VIP device)

[TEWEECT N Cisco Unified CM Administration | Go

ulmln  Cisco Unified CM Administration

cisco i ifi icati i
For Cisco Unified Communications Solutions admin R [l e
System + CallRouting + Media Resources v  Advanced Fealures + Device v ication v  User v Bulk i ion v  Help «
Add a New Phone h R L o Back Te Find/List ™

B o
— Status

@ Status: Ready

— Select the type of phone you would like to create

L LU T ird-party SIP Device (Basic) v

Mext

v
m *_indicates reauired item.

6. Complete the following steps:

A) Enter “MAC Address™” (ex. 00D05F01D32C, use the MAC address from the Valcom device that will
be registered)

B) Select “Device Pool*” - “Default” (or what is valid for your installation)

C) Select “Phone Button Template* - “Third-party SIP Device (Basic)” or “Third-party SIP Device
(Advanced)”

D) Select “Common Phone Profile*” - “Standard Common Phone Profile”

E) Select “Location*” > “Hub_None” (or what is valid for your installation)

F) Select “Owner” > User

G) Select “Owner User ID” > The “User ID” that was created in Step 3A. (ex. 5000)
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aliah.  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

Systemn »  Call Routing = Meadia Resources = Advanced Features ~ Device ~  Application = User Management ~ Bl

— Phone Type
Product Type: Third-party SIP Device (Basic)
Device Protocol: SIP

— Device Information

& Device is not trusted

MAC Address* [ooDosFo1D32C |

Description |sEPooDOSFO1D32C |

Device Pool™ | Default V| View Details
Commeon Device Configuration | = None = V| View Details
Phone Button Template* [Third-party S1P Device (Basic) v

Common Phane Profile® | Standard Comman Phone Profile V| View Details
Calling Search Space | = Mone = V|

ALR Calling Search Space | <= None = V|

Media Resource Group List | = None = V|

Location ® | Hub_MNene V|

AAR Group | = None = V|

Device Mobility Mede * | Default V|

Owner ® user O Ancnymous (Public/Shared Space)

Owner User ID* [ s000 v

Use Trusted Relay Point* | Default V|

Always Use Prime Line® | Default V|

Always Use Prime Line for Woice Message™ | Default V|

Geolocation | = MNone = V|

O Ignore Presentation Indicators (internal calls only)
Logged Inte Hunt Group
[ remote Device
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H)

1)
J)

Select “Presence Group*” - “Standard Presence group” (or what is valid for your installation)
Select “MTP Preferred Originating Codec*” 2> “711ulaw”

Select “Device Security Profile* - “Third-party SIP Device Basic — Standard SIP Non-Secure
Profile” (or a Secure Profile that you may have created —see Step 1 at the beginning of this
document)

Select “SIP Profile*” > “Standard SIP Profile”

Select “Media Termination Point Required”

Select “Digest User” - The “User ID” that was created in Step 3A. (ex. 5000)

All other fields can be left at default or configure per your server/site.

Select “Save” at the top of the screen.

ahali  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions |}

System » Call Routing » Media Resources =  Advanced Features + Device »  Application »  User Management ~ E

G S
:
[

— Number Pr tion Tr formation

— Caller ID For Calls From This Phone
Calling Party Transformation CS55 v

Use Device Pool Calling Party Transformation C55 (Caller ID For Calls From This Phone)

— R te N h
e

Calling Party Transformation CS55 Lv

Use Device Pool Calling Party Transformation C55 (Device Mobility Related Information)

— Protocol Specific Infor
BLF Presence Group*

| Standard Presence group V|
MTP Preferred Originating Codec® L3
Device Security Profile |Th|rd-|:|art‘,r SIP Device Basic - Standard SIP Non-Se V|
Rerouting Calling Search Space | = Mone = v|
SUBSCRIEE Calling Search Space |< None = v|
* -
SIP Prafile | Standard SIP Profile V| View Details
Digest User | 5000 v|

Media Termination Point Required
[ unattended Port

O Require DTMF Reception

— MLPP and Confidential Access Level Infor

MLFP Domain | < None = V|
Confidential Access Mode | = Mone = V|
Confidential Access Level | = Mone = V|
=
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7. Select “Line [1] — Add a new DN” under “Association”.

alimln  Cisco Unified CM Administration
€IS€O  Eor Cisco Unified Communications Solutions

System ~  Call Routing ~ Media Resources ~  Advanced Features Device = i - User ~ Bulk > Help >

Phone Configuration k

[B Save x Delete [ ] Copy %’ Resst 4 Apply Coniig E“} Add New

Status

@ Add successful

1wz Line [1] - Add a new DN
ELh

Association —————  — — Phone Type
Modify Button Ttems Product Type:  Third-party SIP Device (Basic)
Device Protocol: SIP

— Real-time Device Status
Registration: Unknown
IPv4 Address: None

— Device Information
Device is Active
L'E Device is not trusted

MAC Address* [ooposFo1D32C |

Description \SEPnnDosmmazc |

Device Pool® | Default | view Details
Commen Device Configuration ‘ < MNone > V‘ Wiew Details
Phone Button Template® [ Third-party SIP Device (Basic) v

Common Phone Profile® ‘ Standard Common Phone Profile V‘ Wiew Details

8. Complete the following steps:

A) Enter “Directory Number*” (ex. 5000)

B) Enter “Description” (ex. DoorSpeaker - VIP-172L)

C) Check the Active checkbox, if not already checked

D) Select “Presence Group*” - “Standard Presence group” (or what is valid for your installation)

alalh,  Cisco Unified CM Administration
cisco For Cisco Unified C ications Soluti

System = Call Routing » Media Rescurces »  Advanced Features = Device « icati * User it +  Bulk Admini: il * | He

Directory Number Configuration “

Bl

— Status
@ Directory Number Configuration has refreshed due to a directory number change. Please click Save button to save the configuration.

— Directory Number Infor
N *
Directory Number |SDDD | [Jurgent Priority
Route Partition | = Mone = V|
Description |Door5peaker VIP-1721] X |
Alerting Name | |

ASCII Alerting Name | |

External Call Control Proﬁle| = Mane = V|

Active
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E) Key in “Display (Caller ID)” with a name or number to identify this (DN) extension *useful with
talkback speakers that can call into the Call Manager.

F) Enter “Maximum Number of Calls*” > “2”

G) Enter “Busy Trigger*” - “2”

H) Check “Caller Name”

I) Check “ Dialed Number”

J) Select “Save” at the bottom or top of the screen

K) Click “Apply Config” at top of screen

alil,  Cisco Unified CM Administration
CISCO  Eor Cisco Unified Communications Solutions M
by

System - Call Routing v Media Resources v  Advanced Features v  Device +* User * Bulk i tion +  Help -

Directory Number Configuration
B Save

MLPP Mo Answer Ring Duration {seconds) | ‘

Confidential Access Mode | = Mone > V‘
Confidential Access Level < None = hd
call Control Agent Profile [ = Hone » v

— Line Settings for All Devices
Hold Reversion Ring Duration (seconds) |

| Setting the Hold Reversion Ring Duration to ze

Held Reversion Notification Interval (seconds) | | setting the Hold Reversion Notification Interv

Party Entrance Tone® [Default V|

— Line 1 on Device SEF00D05F01D32C
Cisplay (Caller ID) |

| Display text for a line appearance is intended for displaying tex
persen receiving a call may not see the proper identity of the caller.

ASCII Display (Caller ID} | |

External Phone Number | |
Mask

Monitoring Calling Search | < None = Vl
Space

— Multiple Call/Call Waiting Settings on Device SEPO0D05F01D32C
Mote:The range to select the Max Mumber of calls is: 1-2
Maximum Number of Calls® 2 |

*
Busy Trigger 2 | (Less than or equal to Max. calls)

— Forwarded Call Information Display on Device SEPOODOSF01D32C
Caller Name

[ caller Number
] Redirected Number
Dialed Number

L) Click Related Links: Configure Device Go button to return to device screen

il Cisco Unified C
€IS€0  For Cisco Unified C:

System ~ Call Routing »  Media Res(

Directory Number Configuration

D e ook Dyrest 2 amycomss I Aciton

Application v User Management » 1

LUBVIEE Cisco Unified CM Administration

admin_ Search Documentation Logout

CELELEEITE Configure Device (SEPOODOSF01D32C) V|l Go
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cisco

For Cisco Uni

istration

d Communications Solutions

i Cisco Unified CM Admi

System v Call Routing ~ Media Resources

Phone Configuration

[ s2ve I oerte

Advanced Fealures ~ Deviee v Application v  UserManagement ~  Bulk Administration ~  Help

Gopy %lRﬁsel £ Aoply Config TR Add New

— Status

@ Status: Ready

— Association

Modify Button Items
1 wme Line [1] - 5000 (no partition)

Unassigned Associated Items -

2 wmeline [2] - Add @ new DN

L) Click “Apply Config”

Phone Type
Product Type: Tl
Device Protocol: SIP

-party SIP Device (Basic)

Real-time Device Status
Registration: Unknown
1Pv4 Address: None

— Device Information
Device is Active
A\ bevice is not trusted

MAC Address* [0oDosFo1D32C ]
Description |5EPOOD05F€)1D32C |
Device Pool* [Defautt ] view Details
Common Device Configuration [« None = V| view Details

Phone Button Template™® [Third-party sIP Device (Basic)

V]

Commeon Phene Profile * | standard Common Phone Profile

V| View Details

Calling Search Space [« None = v|
AAR Calling Search Space [« tone = V|
Media Resource Group List [=None = v|
Location® [Hub_none v
AAR Group [« none = V]
Device Mobility Mode* [Defautt | view Current Device Mobility Settings

Quner ) user () Ananymous (Public/Shared Space)

Owner User ID* [5000 v
Use Trusted Relay Point* [Default ]
Always Use Prime Line® | cefault v]
Always Use Prime Line for Voice Message™® Default v|
Geolocation [ one = V]

[J1gnere Presentation Indicators (internal calls only)

Logged Into Hunt Group
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9. Open the VIP-102B tool interface for the Valcom SIP enabled VIP device.

Note: The information contained in this guide is limited to configuration of the “SIP” tab in the VIP-102B IP
Solutions Setup Tool for the Valcom VIP device that is to be registered to the SIP server. More information on
Valcom VIP device configuration, such as IP address assignment, relay activation, etc, may be found in the VIP-
102B Reference Manual. This document may be downloaded from our website at http://www.valcom.com

Required Fields: Phone Number, Authentication Name, Secret, SIP Server (primary), Register, SIP Server Port,
SIP Port, RTP Port

Optional Fields: Description, Realm, SIP Server Backup 1, 2, and 3, DNS SRV, CID Name, CID Number, Relay

Activation Key applies to our example device. Other VIP devices may not show this field.

In our example, the SIP Server IP address is the same as our Cisco Call Manager, “192.168.97.35”. If using a host
name here you must specify at least one DNS server on the Network tab to resolve the name.
Phone Number is the same as our Directory Number in the Cisco Call Manager configuration, “5000”.
Secret is the same as our Digest Credentials in the Cisco Call Manager configuration, “1234”,
SIP Server Port is the port number, on which the Cisco Call Manager SIP server is listening for SIP data.
SIP Port is the port number, on which the Valcom VIP device is listening for SIP data. By default this is set for
“6060”. RTP Port is the port number, on which the Valcom VIP device is set to send/receive audio packets, via SIP.
By default this is set for “20000”. All other optional fields may be used based your server/site requirements.

When the Valcom VIP device configuration is complete, select the “Update Changed Devices” button, at the
upper left. When update is complete, click reset, to reboot the device.

File Communications Device Security Pregramming System  Conflicts  Help
A - 9 9p B oy

Job Information
= 1921681000 Summary Properiies MNetwork Takback Channels Inputs Relays Group Membership SIP
- Speaker Plus (TB)
----- =] 00-DO5F-01-D3-2C 1

Phane Number: 5000

Description: |

Secret [1234

|
|
Futhertication Name: 5000 |
|
|

Realm: |

SIP Servers: Server Port
¥ Primary 192.168.97.35 5060

Backup 1 5060

Backup 2 5060

Backup 3 5060

Register DNSSRV: [

Outourd Py — T T e

SIP Port 5060 Idle Timsout fsscs):
RTP Fot 20000 Masx Call Timer (secs).
CID Number: [5000 |
CID Name: [ |
Relay Activation Key: # v
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On the Inputs tab make sure Call Switch is selected and the appropriate SIP extension to be dialed, when this
devices is activated by its call button, is entered in the SIP Auto Destination field. All other fields should be left

blank. This may not apply for other devices that do not have an Input tab.

File  Communications Device Security Programming  System  Conflicts  Help

[ - 1 ==
B A = BE ey
Job Information
B %192193“:“310“ Summary Propertties Network Talkback Channels Inputs  Relays Group Membership  SIP
B @ESpeakerPlus{TB}
&= 00-D0-5F-01-D3-2C Corfiguration Normal Input
1
Input Function Call Switch -

Auto Destination |

SIP Auto Destination: [s031]

|
Sec Auto Destination: | |
|
|

SIP Sec Auto Destination |

Copy w’ Apply ¥ Cancel

File  Communications !evice Security  Programming  System  Conflicts  Help

Job Information
B% 152.168.100:00 Summary Propetties Network Talkback Channels Inputs  Relays  Group Membership  SIP

e (f_]% Speaker Plus (TB}
o= 00-DO-5F-01-D3-2C 1

Relay Function: Followe DTMF ~

1 ~

Channel Mapping:

Also for this example only the relay is enabled by setting the Relay Function on the Relay tab to “Follow
DTMF”. May not apply to other VIP devices.

10. To confirm a successful configuration, return to Call Manager and click on “Device”, then Phone, then
locate the VIP device in the search results. If successfully registered, the status column should show the
VIP device is registered to the IP address of the Call Manager with the VIP device’s IP address in the next

column under “IP Address”
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